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 About DTRA

« DTRA ESOH Challenges & Opportunities
« DTRA ESOH Management Tools

* Brief Overview of ESOH Management Systems
(ESOHMS)

« ESOHMS Software Features

« ESOHMS Software Future Plans
* Implementation Barriers
 Lessons Learned
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 Arms control

« WMD Threat reduction
 Technology development
 Chemical and biological defense

o Established 1998; merged existing agencies
» Defense Special Weapons Agency (Defense Nuclear Agency)
* On-Site Inspection Agency
 Defense Technology Security Administration
» Cooperative Threat Reduction Program
* Chemical Biological Defense Program

—
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Wide Range of Agency Activities

Counterproliferation IConsequence
| Management

Nonproliferation

Security
Cooperation

l

I

I I Consequence
& Threat | | Management

|

l

Offensive Active Passivey Restoration
Interdiction Elimination Operations Defense DefenseI Operations

Partner  Reduction
Activities Cooperation

Adversary WMD Means of Delivery
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Global Reach of DTRA Activities
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i ® Major Operating Locations (Headquarters at Fort Belvoir, Virginia)
Liaison Officers (USPACOM, USNORTHCOM/NORAD, USSTRATCOM, USTRANSCOM, A
P * USCENTCOM, USSOCOM, USSOUTHCOM, USJFCOM, Joint Staff, National Guard CEAN [
N Bureau, USEUCOM/NATO and USFK)
e Chemical Demilitarization Sites (Treaty Escort Teams)
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Lack of data-driven ESOH planning and management

ESOH mitigation efforts often driven by anecdotal evidence or whim

Significant health-related cost burdens on organization and DoD

Medical costs difficult to determine (military, civilians, contractors)
Absence-related and productivity losses not adequately monitored

Lack of coordination among relevant stakeholders

Enterprises (Divisions) still act as independent agencies

Insufficient resources for health and safety interventions

Mission staff scattered around globe, often in small groups

—
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@ Integrated Health & Human Capital Database -

 Integrates health data with HR data such as worker’s
comp, days lost, illness & injury burdens

» Tracks dollars by burden of disease, iliness, or injury

| k'
"j,.

O ESOH Handheld Inspection Device —

e Used by Collateral Duty ESOH Officers )
- Mission Staff with basic ESOH training

e Conduct Audits & Inspections ey
. Point-of-impact data capture

© ESOH Management System
* Intelex ESOHMS Software
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An ESOHMS provides a structured framework for:
> ldentifying, evaluating, and addressing ESOH risks.
> Organizing and managing ESOH responsibilities.

> Evaluating the effectiveness of the organization and the
ESOHMS in achieving desired performance levels.

> Continually improving operations

**While most government organizations already have several
ESOHMS elements in place, the system relationship is
lacking. In other words, there are loose pieces but nothing is
holding those pieces together to form anything.

—
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The DTRA ESOHMS will be based on two
Internationally recognized standards:

1) ISO 14001 - standard for environmental management
systems

2) OHSAS 18001 - standard for safety and occupational
health management systems

e Both standards employ a basic managerial approach of
Plan, Do, Check, Act

—
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Managing Activities, Hazards, and Risk
Assessments with Technology

—
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Hazard Identification and Risk Assessment
Save/Close Cancel

Identify the Hazard and Potential Barriers for the selected activity.

Activity Mame Portable generators/power distribution . .
customization
*Hazard Hazardous Materials—Storage
Risks Ensuring compliance with laws and regs - ]
Equipment Operation
Ergonomics
Exposed Wir

E_ E

- Falling Ohject
(Bl [ Fire Hazards—extreme heat generation
Motes Fire Hazards—ather I

Fire Hazards—owerloaded circuits
Hazardous Materials—Storage

Hazardous Materials—Transport -
=
Assign Potential Barriers Dryflu:n:n_rs
Install signs
Risl: Calculation Help *Frequency *Severity *Legal Risk *Cost *Mission Impact
Formula [a*(B+C+D+E)

Risl: Rating |

Cwverride Score
Cverride & If Freq =4 = significant r
Cwerride B If Legal Risk =4 = Significant (I
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Activity Mame

*Hazard
Risks

Condition

Motes

fssign Potential Barriers

Hazard |Identification and Risk Assessment

SavefClose Cancel

Identify the Hazard and Potential Barriers for the selected activity.

Portable generators/power distribution

Extreme Moise Emission j

hearing impairment ﬂ

Abnormal
Emergency

Dry floars
Install signs
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Activity Mame

*Hazard
Risks

Condition

Hazard Identification and Risk Assessment

Save/Close Cancel

Identify the Hazard and Potential Barriers for the selected activity.

Portable generators/power distribution

Extreme MNoise Emission j

hearing impairment

Marmal j

noisze lewvel = J0dBA
Doezs not excesed O05HL standard

Ory floors af
fssign Potential Barriers "
q > Ensure proper hydration
Ensure proper Yentilation |
Risk Calculation Help *Frequency *Severity *Legal Risk *Cost
Forrmula [4*(B+C+D+E)

Risk Rating |

Owverride Score

Cverride A If Severity =4 = significant r
Cverride B If Legal Risk =4 = Significant r

*Mission Impact

=10 x|
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Significance Score = Frequency X (Severity+
Mission Impact + Cost + Legal Risk)

e Can use any formula you want.

e Used this as min. value = 1, max value = 106
(close to 100).

 |f score is above an assigned value (65 at
DTRA), the hazard is deemed significant and
addressed before insignificant hazards.

—
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Frequency X (Severity+ Mission Impact + Cost + Legal Risk)

Frequency: probability or Table 1: Frequency Scores

|Ike|IhOO.d that a safety or 1= | Never occurs or occurring less than once

occupational health hazards every 3 years

will place an individual at risk 2 = | Occurs annually or biannually (once
every 2 years)

Evaluation Considerations: 3= | Infrequently — occurs 2-5 times over a 6

e lliness & Injury rates month period

e Violations 4 = | Frequently — occurs 1-2 times per month
over a 6 month period

 Employee comments

. Proximity of the hazard to 5= | Very Frequently -— occurs 3-4_t|mes per
month over a 6 month period
people
. _Internal_ AuditS_ (handheld 6= | Continuously — occurs weekly (once or
Inspection devices) more every week) or daily

—
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Risk Assessments - Severity

Frequency X (Severity + Legal Risk + Cost + Mission Impact)

Severity: refers to the Table 2: Severity Scoring
degree to which the —— _ —
h d pl individual 1= | Insignificant — no risk or trivial
a;ar places indiviauals consequences
at risk. 2 = | Mild — small potential for harm but
easily prevented
Evaluation Considerations: _
_ 3 = | Moderate — somewhat harmful but still
e \Worst-case scenario preventable
 Number of people affected 4 = | Serious — serious potential risk to
« Quality of life post-accident individuals but still preventable
 Toxicity of the hazard 5= | Severe — immediate, serious,
e Duration of exposure widespread threat to human health
_ that cannot be completely
i PFEVIOUS treatments fOf prevented (automatic
Incidents (provider input) significance)
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Risk Assessments — Legal Risk

\ Frequency X (Severity + Legal Risk + Cost + Mission Impact)

Legal Risk: refers to the Table 3: Legal Risk Scoring
degree to which ESOH 1= | No relevant ESOH laws; unregulated
hazards are and have been hazard
In compliance with state 2 = | In compliance with no history of non-
and federal regulations compliance

3 = | Out of compliance with no history of

i ) ) non-compliance
Evaluation Considerations: P

« Internal Audits (handhelds) 4 = | Out of compliance with history of
: : occasional non-compliance
* Fines, NOV's (automatic hazard significance)
 Number & complexity of
applicable laws 5= | Notified formally (e.g. fined, NOV) of

- non-compliance; well documented
* Planning process history of non-compliance (automatic

 Employee input hazard significance)
—
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Cost: refers to the amount

of money that has or will be Table 4: Cost Scoring

spent to prevent, mitigate, or

compensate individuals for 1= Zero to $50,000
problems associated with the

ESOH hazard 2 = | $50,000 to $100,000
Evaluation Considerations: 3= | $100,000 to $250,000
 Worker's Comp $

e Short/Long Term Disability $ 4 = | $250,000 +
 Absences

e Unpaid leave
* Productivity loss (presenteism)

e PPE costs
—
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Risk Assessments — Mission

Frequency X (Severity + Legal Risk + Cost + Mission Impact)

Mission Impact: refers to
the degree to which the

ESOH hazards interfere 1= | No mission restriction
with the mission objective

Table 5: Mission Impact Scoring

2 = | Minor mission restrictions
Evaluation Considerations:

» Activity restrictions

3 = | Moderate mission restrictions

« Duration restrictions 4 = | Serious mission

» Diversion of personnel to restrictions/loss of ability to
mitigate ESOH problems accomplish mission

« Diversion of mission dollars to (automatic significance)

mitigate ESOH problems

—
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Hazard Identification and Risk Assessment
SavelClose Cancel

Identify the Hazard and Potential Barriers for the selected activity.

Activity Mame Fortable generators/power distribution

*Hazard Extreme Moise Emission j

Risks hearing impairment =]
[~

Condition Marmal j

Notes noise level = 30dBA ~l

Does not exceed O3HAL standard

Dry floors -~

Assign Potential Barriers "
? Ensure proper hydration

Ensure properentilation d|
Risk Calculation Help *Frequency *Severity *Legal Risk *Cost *Mission Impact
fa 1 [ [z [1
Farrmula [4*(B+C+D+E)
Risk Rating L
Qyerride Score

Cverride & If Severity =4 = significant r
Cverride B If Legal Risle =4 = Significant (|

4




3 Detail Information - Microsoft Internet Explorer provided by Defe

Hazard Identification and Risk Assessment

Save/Clos

Identify the Hazard and Potentia

Activity Mame Portable generators/power distributic
*Hazard Extreme Moise Emissian

Risks hearing impairment

Condition Marmal j

Motes noizse doezs not exceed OSHL

It

Cloze Thiz Page
Risk Calculation Help

ENWIROMMENT AL, SAFETY AMND QCCUPATIOMAL HEALTH HAZARDS
AMD RISKS SCORING SHEET

DETERMIMIMNG THE HAZARD SIGMIFICAMCE SCORE

Directions

Each environmental, safety and occupational health (ESOH)
hazard must be rated for significance. The rating allows DTRA to
determine where to concentrate its safety and health protection
efforts,

In arder to determine significance, ESOH hazard must be evaluated
according to the five criteria {Frequency, Sewverity, Legal Risk,
Mission Impact, and Cost) described below. Each criterion must be
assigned a numeric rating using the descriptions and scales below
as guides. The five ratings will be entered into an equation to
determine significance score. The equation for determining
significance is as follows:

Significance Score = Frequency ¥ {Severity+ Mission Impact +
Cost + Legal Risk),

=

Assign Potential Barriers "
J Enzure proper hydration

Ensure proper Yentilation

Risl Caln::ulaticl *Frequency *Severity

. R

Formula [a*(B+C+D+E)

Risk Rating |20

Override Score
Override A

Cverride B

If Severity =4 = significant r
If Legal Risk =4 = Significant r

=

*Legal Risk

*Cost *Mission Impact

L Rk
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Overdue Delete

Select
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00017 Support Div: RD- impact analysis proposed . . . JIetis (PR ey zoos r
CRT
Test &
00ois Technulug!es F'.u:lvisu:_uryr Support — ESOH
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CRT
Defense Threat
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Agency
Defense Threat
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Defense Threat
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Test &
Technologies
Support Div: RD-
CxT
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I~

-.E:] Done I_ I_ ’_ I_ I_ |§:J Local inkranet
UNCLASSIFIED 21



Intelex ¥3.4 - Microsoft Internet Explorer provided by Defense Threat Reduction Agency

File

Edit

Wiew

Favorites  Tools

Help

O~ - O - HNEA B

/.-.-“] - g‘\_{ Favarites €3| <[ = u_f - _J ﬂ ‘:’i

Address I@ https fidvlpo03fintelex/Master _1.asp

EE

Limks **

¥ - 2

*®

Logoff

Sitemap

le

My Tasks

@

Reference

Reports

My Email

m Active Location

e Defense Threat Reduction Agency

jSearch WWeh | - ﬂUpgrade Mow! + &7 v @v @| MBDkaarkSv @My Yahoo! - “PYahoo! - &Games * [ Mail -

Hazards

Modules

My Tasks

izk Assessments

Risk Assessment List

List Significant
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Threat
Reduction
Agency
Defense
Threat
Reduction
Agency

Defense
Threat
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Defense
Threat
Reduction
Agency
Defense

post-strilce target
assessment

Construction —
build
envelope/structure

Portable

generators/power hearing impairment

distribution

Portable

generators/power fire, eveskin irriation

distribution

Portable
generators/power
distribution

Logistics —
rmaintenance

Risks

injury

Injury

dizziness, fatigue,
remary loss,
respiratory
difficulties/darnage,
cancer, etc,

bodily injury

| =l
Condition Motes

Targets inspected post-
strike pose a serious

Marmal safety risk as structure
that are unstable must
be inspected

Morrnal
noise level = 30dBA

Normal  BE ow OSHA threshold

Marmal Gasoline spills

Morrnal

Morrmal

Hazard

Falling Objects

Falling Objects

Extrerme Moise Emission

Related Potential

Barriers

Personal Protective
Equiprnent

Persanal Protective
Equiprnent

Ear plugs

Hazardous Materials--Use, Personal Protective

Storage, Transport

Equiprnent

Situational/Environmental- Ensure proper

-Cutdoor Air Pollution

Equiprnent Operation

Yentilation

Personal Protective
Equiprnent

Risk Rating

7o

a5

20

16

16

1z

| o
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a Intelex ¥3.4 - Microsoft Internet Explorer provided by Defense Threat Reduction Agency - |5’ |5|

File Edit Miew Favorites Tools Help | .*r
eBack - J = \ﬂ @ .&;j |/:j Search *Favnrites {33' [‘?{v .,:I'; - _J ﬁ 'ﬁ
Address I@ https fidvlpo03fintelex/Master _1,asp j GO Links ** =

¥ - 2|

jSearch \Web | - ﬂUpgrade Maw! - _50 v @v ®| MBDkaarkSv @Mv Yahoo! - "9 Yahoo! - éGames - -::‘glMail - b

Ll @‘5 ‘ Active Location Modules
I'_x - It LI En Def Th Feduction A -|IH o d Risk
Logoff Sitemap My Tasks Reference ' Repo I e e Lefense [ hreat Heduction Agency AIArcs anc RISks

@ Hazards and Risks Setup @ Hazards STmETsks List @ Assign Activities to Workgroup @ Potential Barriers @ Potential Hazards @ Risk Assessments

Intelex Reporting Suite |

There are several reporting options available, please select one to view or create a report,

Confiqurable Reports

HH Allows you to configure and view custorm reports through the web interface or in a spreadsheet format.

Merge Templates

Merge ternplates enable data from individual records to be merged into a pre-formatted docurment,

Pre-Built Report Templates
O Listing of pre-built report termplates, These reports can be viewed either through the web interface or as a POF,
DoC and XLS format,

Dashboards
EE Dashboards are configurable and display your Key Performance Indicators through graphical and other types of

Scorecards,

Scorecards

{ Scorecards are configurable windows in the data managed in the Intelex System. There are several different
types of Scorecards available.

I A T Mananement-Frrhanne.rnm I _ILI
A 4

@ javascripk: window, top, GoIFDSave vyl svsReportsHome", "CLEAR | CLEARSEARCH", "detail”, "Reports”, "reset™y; |‘8 Local intranet




€] http://demos.intelex.com/reportViewer.asp - Microsoft Internet Explorer provided by Intelex

M1 %]

File Edit Vew Favorites Tools Help i
ﬂ El ' Search S > Favorites -5:‘ = Eﬁi ':% '& snaglt [

\ﬂ Hazards & Risks Grguped by | ocation Printed Date: Fri May 4 12:23:54 EDT 2007
2 Description: List of Hazards and its associated Risk factors and Rating, Grouped by Location

¥ Printed By: Intelex Support

Location Activity Name Hazard Frequency Factor X

- Location: New York (5)

New York Manufacturing of Product ABC Damage to Product ABC i 1 8 3 8 40

Mew York Manufacturing of Product ABC Injury to Self 3 1 8 8 8 75

Mew York Manufacturing of Product ABC Damage to Corporate Property 2 3 2 2 0 14

New ok 'rl'r;anspn::r‘tatin:r: of Product gal1wage to Non-Carporate i 7 g 3 3 37

ABC Property

New York _Tjgs“”ati':” of Froduct Injury to Fublic 3 1 3 7 5 5

- Location: North America (1)

Morth America Using Grinding wheel Injury to Self 7 0 10 g 0 123

= Location: San Diego (3)

San Diego Testing of Chemical X¥Z Injury to Self 3 3 g & 7 93

San Diego Testing of Chemical XYZ Destruction of Product ABC 7 8 8 8 182

San Diego Storage of Chemical XYZ Injury to Self 1 g9 7 7 7 30
Records: 9

The Groupings in this report are dynamic and can be collapsed or
expanded. It shows a total count of records per Location
£_;_§ Done ® Internet




@ http://demos.intelex.com/reportViewer.asp - Microsoft Internet Explorer provided by Intelex B@

File Edit Wew Favorites Tools Help l".l-JI
!ﬂ E] , p Search Favorites -5-‘ . E - ;.;i ':"; @Snaglt =7
|£, Hazards & Risks Grouped by Activity Printed Date: Fri May 4 12:42:14 EDT 2007
2 Description: List of Hazards and its associated Risk factors and Rating, Grouped by Activity
¥ Printed By: Intelex Support

Location Activity Name Hazard Frequency Severity Factor X Risk Rating

= Activity Name: Manufacturing of Product ABC (z)

MNew Yark Manufacturing of Product ABC Damage to Product ABC 2 1 8 3 40

MNew Yaork Manufacturing of Product ABC Injury to Self 3 1 8 8 75

New York Manufacturing of Product ABC Damage to Corporate Property 2 3 2 2 14

= Activity Name: Storage of Chemical XYZ (1)

San Dieago Storage of Chemical XYZ Injury to Self 1 g 7 7 7 30

=1 Activity Name: Testing of Chemical XYZ (2)

San Dieago Testing of Chemical XYZ Injury to Self 3 g g 6 7 93

San Dieago Testing of Chemical XYZ Destruction of Product ABC 7 3 8 8 2 182

=1 Activity Name: Transportation of Product ABC (2)

New Yark Transportation of Product ABC Damage to Non-Corporate Property 1 7 g 8 8 32

MNew Yark Transportation of Product ABC Injury to Public 3 1 9 7 3 3

=1 Activity Name: Using Grinding wheel (1)

Naorth America Using Grinding wheel Injury to Self 7 0 10 g 0 133
Fecords: 9

2"d Example of a Group report. Grouping by Activity and listing its
related Hazards

&_i Dane B Internet
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®

Logoff Sitemap My Tasks Reference Reporis My Ema.!

Dashboard 0 Demo Location

Modules

m active Location

Performance Dashboard

Dashboard | Hazards & Risks Dashboard
Selector

@Dashbcard Lizt mDashhnard Layout Erﬂ'f Cazhboards

DTRA - Logo

oY o »
8NN

DEFENSE THREAT REDUCTION AGENCY

Upcoming Activity Review This Month
Upcoming Activity Review This Month

10

oRefresh [v|New Scorecard [new Dashboard

DTRA - Matrix Report

Location MNew York Morth America San Diego
o AdiiyName
Manufacturing of Product ABC 3.00 0.00 0.00
Storage of Chemical XYZ 0.00 0.00 1.00
Testing of Chemical X¥Z 0.00 0.00 2.00
Transportation of Product ABC 2.00 0.00 0.00
Using Grinding wheel 0.00 1.00 0.00

5.00 1.00 3.00

Average Risk Rating by Location
Average Risk Rating by Location

160+
1404

1204

100+

a0+

Risk Rating

B0
40
20 L
=

Hewr York Horth America San Diego
Locations

i B3




3 Mew Page 1 - Microsoft Internet Explorer provided by Defense Threat Reduction Agency

File Edit ‘iew Favorites Tools Help | .',"
JBack - .Q = E @ .&h |;] Search ‘-E,'/'n_'\'S"Favu:urites €‘31| [‘E{v ; E _J ﬂ '3

iddress I@ hitkp: f fwasvny management-exchange. comfsecurefinkelex_exchange/downloadable_dashboards/dashboard_ehs, asp j a0 Links ** '@ -
Y_l - i:_?—"l j Search Web | = ﬂUpgrade vour Toolbar Mow! _50 - @v @ | mBDkaarkS' @My Wahoo! - "% Yahoo! - éGames - e
[Gm -0 0 @ b oo irem @ 9 - | ]
| et ] oo oo actoe e v EIEE

Aathve Liscatisn
DELMD Tiop Lot dien
Intelex Managaement Sysiem

L5 My en - A
::._(“.,:ﬁ.:‘.ﬂm:m::mpm_m ... Corporate Reports & Data Summary 2
e SRR ESEEE T Ganarate real-time reports which summarize all safety hazards and
] dgaslk . . -

H—— risk assessment details. Data can be filtered by location, work group,

or department for easy analysis. Reports can also be generated to
compare year- -~

to-year results Sataty Hazarde Summary
SO or to illustrate '

Cijectives ared Targeds Duws This Month

> progress
‘ \E\ made to date.

Total Audin by Fasr- Al Eocstions
Hupdibs by Year < Last B Years

e
Iw

Tl B | p i el
- e =

Jiihp ey =] L L e Varm D itlietiedd U0 lw Lyl L] by oty

%ﬁ H .......
iff o ‘ , ‘* Avg. Risk Assessment Score by Location

Compiaied Erwrorrrastll Objeciwes & Toopet Grouped by Year
Completed Environmental Objectives

31

1o
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Integrated into the project planning process so
mitigation methods may be built into the
program

* Plan to customize software by linking Hazards &
Risks software module to the Environmental
mpacts module.

 Will allow threats to the environment & to human

health and safety to be addressed simultaneously by
Agency activity

—

UNCLASSIFIED 34



UNCLASSIFIED

* People naturally resistant to change, esp. when
It requires additional duties and learning new
skills e.g. software programs.

* Importance of ESOH issues undervalued. Need
to provide a business case for changing
operational practices.

o If available, piggy-back on existing business
Improvement programs by demonstrating relationship

—
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e Senior Leadership support is critical — Senior Leadership
oversight is a guarantee for success

« Put the paperwork in place before commencing via
policies and instructions

o Grant people chance to voice their concerns — even if
seemingly insignificant (e.g. Lt. Col and proper boots)

—>Increases likelihood you’ll get the support you need

« Market program initiatives and successes. EXxposure
Increases likelihood of maintaining & increasing program
support.

—
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o Set the pace of implementation carefully — watch
for signs of resistance.

-1 complaint is an outlier, 2 is an indication.

* Provide a roadmap for implementation to team
so everyone knows what the end result is &
where the milestones are.

- Greater success of support for plan if
Implementing group feels involved in the
planning process

—

UNCLASSIFIED 37
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