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17 million residents / 74 million visitors

T 285 hospitals

| 27 water facilities

3 nuclear power plants
20 major theme parks
12 stadiums

14 major seaports

19 commercial/international airports
298 general aviation airfields

21 military bases

1,197 miles of coastline
120 million miles of public readways
2,900 miles of rall
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Iﬁ%EPARE for terrorism response missions.
PREVENT preempt and deter acts of terrorism.

PROXFECT Florida's citizens, visitors, and critical

\qnfxasuucture. —
RESPOND:in an imme\diate, effective, and coorc}mated
manner, fo&used on the victims of an attack.

following a terrerist act.

(DEM, Florida’s State Administrative Agency, has; primary
responsibility for this strategic goal)

RECOVER quickly andk'\estore OUI@O{@\




FS 943.03 (14)

Mandates responsibility for coordinating responses
to acts of terrorism _and other matters related to the
domestic _security. of Florida to the Florida
Department of Law Enforcement, but recognizes the
Importance off many public and’ private multi-
disciplinary partners in accomplishing the domestic
security mission.




North West Florida

Sheriff Charlie Morris
SAC Tom Ring

North Florida

Sheriff Larry Campbell
SAC Tom Mclnerney

Tampa Bay

Sheriff David Gee
SAC Lance Newman

South West Florida

Sheriff Mike Scott
SAC E.J. Picolo

North East Florida
Sheriff Ed Dean
SAC Dominick Pape

Central Florida

Sheriff Kevin Beary
SAC Joyce Dawley

;éouth East Elorida:

Director RobERNPEIIZEY:
o SAC Ames Rojas




REGIONAL DOMESTIC SECURITY TASK FORCE
Co-chairs - FDLE Regional SAC & 1 Sheriff from Region

Education/Schools Fire Rescue Health/Medical Communications
Training Training Training Pupllc Information
Equipment Equipment Prevention Business/Corporate
Policy/Legislation Operations Awareness Interoperability

|
Law Enforcement
Training
Equipment
Intelligence /Investigations
Vulnerability Assessments

Critical Infrastructure Emergency
Identify, Develop Management
Partnerships, Security Consequence Management
and Response Plans Disaster Preparedness

Vulnerability Assessments




Special Agent in Charge
Domestic Security and Intelligence
Homeland Security Advisor
Robert “Don” Ladner

Office of Statewide Intelligence Office of Domestic Preparedness
ASAC Jennifer Pritt ASAC Jim Madden

PREVENT / PROTECT PREPARE / RESPOND

Intelligence/Information Strategy Implementation
ThreatCom, InSite Statewide Coordination of: DHS,
Counter Terrorism Intelligence Center DSOC, State Working Group,
Federal intelligence Interface Funding (w/ DEM) Mutual Aid,
Critical Infrastructure Assessment and &
Protection Seaport Security




*
FDLE DEM

* Attorney Commissioner Director Secretary *
* , \ / , *
Education Agriculture
" SECURITY
Marshal SECU R I TY Office Director
Prosecuting Attorneys OVE RS | G HT Florida National Guard
Association Adjutant General

Regional Task COU NC I L Fire th_efs
Force Co-Chairs Association
Statewide Domestic Security Florida Police Chiefs
Intelligence Committee Association
Florida Emergency Florida Hospital
Preparedness Association Association
Seaport Transportation Florida Emergency Medical
& Economic Development Services Advisory Council

* Executive Committee




All Crimes All Hazards Approach — Using a broad partnership of
multidisciplinary agencies and intelligence assets to collect,
analyze and disseminate intelligence.

Counter Terrorism OSI Watch Desk Critical Infrastructure
Intelligence Center (FISC) Coordination
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Department of Homeland Security

Federal Bureau of Investigation

Florida Department of Corrections

Florida Department of Education

Florida Department of Emergency Management
Florida Fish and Wildlife Conservation Commission
Florida Department of Health

Florida Department of Law Enforcement
Florida Highway Patrol

Florida State Fire Marshal

Florida Army National Guard




Florida Fusion Center

wma All Crimes
All Hazards Focus

State and
Federal agencies




document sharing
m [hreatCom — used to send alerts

m InSite — statewide anti-terrorism and
Intelligence database




Critical Infrastructure Database — Contains critical infrastructure
assessment data and links to InSite so that threats relating infrastructure
can be identified and correlated

&:] Automated HLS-CAM™ - Microsoft Internet Explorer

ACAM Pilot — New
DHS process of
4 "'s“di“‘l: S = Facility: |OSI test building CO”eCtIng and

Criticality Assessment

Threat Assessment
protecting ClI
(Published)

Community Priority Assessment Plan

. .
i i VYulnerability
Vulnerability Assessment General Information ° Assessment I n O rl I I a I O n
Reports/Search

Help/Reference Vulnerability Assessment of Facility o Ferma

I Outer Perimeter

11 Building Exterior HL S—CAM PROCESS
I1I Building Interior

IV Non-Agency Tenants

¥ Computer Applications Tht’eﬂ"

VI Hazardous Materials A 1
VII Security / Alarm System ssessmen

VIII Policy f Procedures
mendations i

Vulnerability Criticality
& MG IS Assessment Assessment
D. Ports
E. Schools Hl_ 5 - E F' mn‘

F. Airports

| wulnerahbil sment (Status) “

n i Y i N 8 - > A

Assessment Plan Matrix™







Florida Law
Enforcement Exchange

Sheriff’'s

The information
IS scattered ...

Other
Disciplines




Introduction

assemble the big picture-
and we have done this in many areas
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Scattered Data Pieces

Incidents

WEE IS

—-——'—-\\\ —

0 -
i Field

-
Dispatch _ Interviews
Accidents .

\ S

The scattered data is found within LE
Records Management Systems whichiis
accessible on an individual basis or by
members of a specific agency — noet having e
way to share this data results ini missing
data from a regional, statewiderand

national perspeciive




Assembling
the Framework

SmartCop

State LE Npde
Leveraging the Present

Flexible for the Future

Seven Regional Projects nodes integrating the
records management data of 395 local law
enforcement agencies and a State Law
Enforcement node




National Contacts & Information

m DHS and the FBI encourage reporting of suspicious or
criminal activity to the local FBI Joint Terrorism Task
Force (JTTF) and the National Operations Center
(\[e]e3}

The local JTTFE phone numbers canbe found at
http://www.fbi.gov and the noc can be reached at 202-
282-8101 or by e-mail at NOC.Common@dhs.gov.

Private sector and critical infrastructure may be
directed to the National Infrastructure Coordination
Center (NICC), a sub-element of the NOC at 202-282=
9201 or by e-mail at NICC@dhs.gov.




National Contacts & Information

m Homeland Infrastructure Threat and Risk
Analysis Center (HITRAC) products are
produced by DHS Intelligence and Analysis,
Production Management, they may be reached
at IA.PM@hg.dhs.gov.

m The HITRAC community of interest Is used to
distribute these products.




HSIN — HITRAC

<3 Document Management - HITRAC - Microsoft Internet Explorer

-

Fil=  Edit Favarites Help

Address @j https: {{government. hsin. gov/sitesfHITRAC/ Doctgmt, aspix

Wiew Toals

Fawvarites

Homeland Infrastructure - 9w
Threat Risk Analysis Center [HITRAC]™® . |5

\ HSIN

Home | Collaboration | Info/Doc Sharing | Situational Awareness/COP | Reporting, Direction, Coordination | Decision Support | Support

Homeland Infrastructure Threat Risk Analysis Center

Community Documents

_] New Document | |_% Upload Document | [ Mew Folder | “gFilter |

Type Title

B

IIM - Letter
Bomb Threats
Reinforce
Importance of
Mail Handling
Safety

HSA - Homeland
Attacks Using
Chlarine - &
Potential Option
for Terrorists

JHSA- Mew
Caormmunications
Software

JHSA -
Fraudulent ID-
Terrarist and
Criminal Intent

TSA TIG - Bus

Bornbing Tactics
Head hw Cranince

Marne

IIM - Letter
Bomb Threats
Reinforce
Importance of
Mail Handling
Safety, dated 16
Mar 07

HSA - Homeland
Attacks Using
Chlorine - &
Potential Option
for Terrorists,
dated 15 March
2007

JHSA- Mew
Communications
Software, dated
13 March 2007

JHEA -
Fraudulent ID-
Terrorist and
Criminal Intent

TSA TIG - Bus
Bormbing Tactics

lead haw Cranine

Modified & Modified By Owner

3/16/2007
G:42 AM

3/15/2007
12:41 PM

3/13/2007
12:48 PM

3/13/2007
8:32 AM

3/9/2007
11:43 AM

OHE
Micholas
Qrozoo

OHS
Micholas
Qrozoo

DHS
Micholas
Qrozoo

OHE
Micholas
Qrozoo

DHS
Micholas

[T

=4

Qrganization
DHS

DHE/FBI

HITRAC/FBI

Dioc Date
3/16/2007 12:00 AM Low

3/15/2007 12:00 AM Low

3/13/2007 12:00 AM Low

31272007 12:00 AM Low

3/8/2007 12:00 AM  Low

Time Sensitivity Terrorism Relate:

es

é e Internet




HSIN — HITRAC Access

m Request Access via e-mail to:

Kenneth.Matthews@associates.dns.gov or
Steven.Salator@associates.dhs.gov

m Providing the following:

First & Last

e-mail address

Company Name, address
A bullet on job function




National Contacts & Information

m DHS Daily Open source Infrastructure Report —reports
by sector: Energy, Chemical & Hazardous Materials,
Defense Industrial Base, Banking & Finance,
Transportation & Border Security, Postal and
Shipping, Agriculture, Food, Water, Public Health,
Government, Emergency Services, Information
Technology & Telecommunications, Commercial
Facilities/Real Estate, Monument & Icons, and General

Sectors.

Avallable at; http://www.dhs.gov/iaipdailyreport,




A DHS | DHS Daily Open Source Infrastructure Report - Microsoft Internet Explorer

File  Edit

ok -

View  Favorites

Tooks  Help

A = n
Iﬂ IEI 4l Search ¢ Favorites

: Address @j hktp: jfvavaw, dhs. gov/xinfoshare /programs editorial_0542.shtm

Information Sharing &
Analysis

Activities & Programs

Committees and Working
Groups

Laws and Regulations

Publications

Report Incidents

National Threat Advisory:

— s —

The threst level in the sirline
sector is High o Grangs. Fead
more

Prevention & Protection | Preparedness & Response I Commerce & Trade

i Research

About the Depal
DHS Daily Open Source Infrastructure Report

Current Report
April 8, 2007 - DHS Daily Open Source Infrastructure Report, (POF, 13 pages - 120 KE]

About the DHS Daily Open Source Infrastructure Report

The DHS Daily Open Source Infrastructure Repaort (Daily Report) is collected each week day as a summary of open-source published information
concerning significant critical infrastructure issues. Each Daily Report is divided by the critical infrastructure sectors and key assets defined in the
National Strateqy for the Physical Protection of Critical Infrastructures and Key Assets

Archived Reports

The DHS Daily Open Source Infrastructure Report is archived on this page for ten days, and is in PDF format

April B, 2007
April 5, 2007
April 4, 2007
April 3, 2007
April 2, 2007
March 29, 2007
March 26, 2007
= farch 27, 2007

Subscription and Contact Information

Readers wishing to add or drop subscriptions, comment on the contents, or suggest additional topics and sources may contact the DHS Daily
Report Tearn

e-mail dhsdailyadmin@mail. dhe. 0sis. gav
telephone: 703-253-3644

Reporting Infrastructure Incidents

To report physical infrastructure incidents or to request infarmation, please contact the Mational Infrastructure Coordinating Center at niccifdhe. gov
or (202) 282°9201.

Ta report cyber infrastructure incidents or to request infarmation, please contact US-CERT at soc@@us-cer.gov ar visit their Web page at ww. us-
cert.gov

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Repaort is a non-commercial publication intended to educate and infarm personnel engaged in
infraztrirtira nrntertinn Furthar ranrndurtinn ar radistribntion i= suhisct tn orininal conerinht ractrictinons The Nenartmant nf Homeland Sarorit

| Travel Security & Procedures

Open for B

DHS Daily Open Source Infrastructure Report

© Immigration

Press Room

Homeland Security
Components

Infrastructure Pratection

More from Homeland
Security

Mational Infrastructure Protection
Blan

# Internet




Domestic Security in Florida

“Putting the Pieces together”

Questions
Discussion _
Questions.

Dlscussmh

N

Florida Department of Law Enforcement
Office of Statewide Intelligence

2331 Phillips Road

Tallahassee, FL 32308

800-704-0231

850-410-7060 ~

850-410-7069 Fax ®

hitp://www.fdle.state.fl.us ﬁ
&




FLORIDA DEPARTMENT OF
LAW ENFORCEMENT

Home A-2 Index Citizens =  Criminal Justice =  Publications = Councils = search _ Go

HEXENAVIGATI

About Us National Strategy

Since the events of September 11, 2001, FDLE has been deeply engaged in the coordination of domestic
|security issues and responses in our state as well as working to foster a positive and functional relationship

with federal offices responsible for safe guarding our nation. While terrorism remains a critical concern of the
|federal government, September 11 made it painfully obvious that state and local governments also had a major

st 1ol in helping to prevent domestic terrorism and in responding to a terror attack should it occur.

§
Home State Strategy
A-2 Index (

Citizens

Criminal Justice
R Under the leadership of former Governor Jeb Bush and the Florida Legislature, Florida embraced this new

' responsibility. Municipal, county, and state agencies came together to identify Florida's terror-related B
vulnerabilities, and devise a comprehensive, integrated strategy and plan for addressing them. Using both state |

|and federal funds, Florida began by immediately developing, prioritizing, and funding projects to implement the
statewide, multidisciplinary plan.

|
The plan, Florida's Domestic Security Strategy, remains a working document that is revisited and re-prioritized

|each year based on current conditions, new federal guidance, and available funding. To support our strategy,
Florida also built an inclusive structure, designed to encourage and facilitate multi jurisdictional and

'\ multidisciplinary participation at all levels of government.

Publications ;
Councils Current Threat Level

Upcoming Events Advi e

f
FDLE Press Releases
Official Reports
¢
Regional Contacts

RDSTF Co-Chairs I

)
DS Oversight Council

(O SECURE

FLORIDA

0 Internet

www.fdle.state.fl.us




Florida Department of Emergency Management

FloridaDisaster.org —
A DEM site to educate
citizens and businesses
about planning for
natural and manmade
disasters

Get a FAMILY Plan | Get a BUSINESS Plan | ¥Yisit SERT

FLORIDA .org

Florida Division of Emergency Management

é.
]
Geta BUSINESS Plan /

Visit the Official SERT Website for the Latest Disaster Information




Florida Department of Emergency Management

-
2 Florida Division of Emergency Management - FloridaDisaster.org - Microsoft Internet Explorer
Fle  Edit

Business, Information

Developing a Plan

Business Disaster Plan

Disaster Resources

o e . Emergency contacts

Ready.gov

FAMILY DISASTER PLAN

e
& D

www.floridadisaster.org




File Edit ‘ew Favorites Tools Help

: Address Ej hkkp:f feevons Floridadis aster .orgfindex. asp

State
Emergency
Response
Team

Disaster
Prevention

Florida
Hazards

Contact | Search | Site Index I

FloridaDisaster

Florida Division of Emergency Management

Disaster Prevention

Wildfire Danger
Hurricane Retrofit Guide
Watch vs YYaming

Get A Plan

MNOAL Radio

Persons with Disabilities
Flood Insurance
Hurricane Preparedness
Family Preparedness
Mew Preparedness Maps
Family Disaster Plan
Secure ¥our Home

Pet Plan

Digaster Supply Kit

Are You FIREVWISE?
Blueprint For Safety
Building Code

Safer Stronger Homes
FlaridaWWindincentives. ary

Florida Hazards

Drought

Public | Business | EM Community | Organization | News Media | Kids

Prepare and Stay Aware!

CURRENT SITUATION AND WEATHER UPDATE

Current Situation = FL Watches & \Warnings

Tuesday, April 3, 2007

Isolated to Scattered Showers and Thunderstorms Possible across the
Panhandle Today...Otherwise, Overall Dry Spell will Continue...Red
Flag Warnings in Effect Today for Parts of Gentral and Southern Areas
as Wildfire Danger Remains Elevated...Increased Rip Current Threat
along Southeast Florida and Northern Gulf Coast Beaches...

4 dissipating surface frontal boundary over the Deep South and a weak
upper level disturbance skirting the northern Gulf Coast will cause a few

WILDFIRE DAMNGER INCREASING STATEWIDE

Over Half of Florida is Gonsidered to be in Moderate Drought Status

w March 2006 - February 2007 was the third driest on record in Florida.

www.floridadisaster.org

M= Level
r% 3
EOC
NWS Forecast

“our Zip

National Threat Advisory:

The threat level in the aidine
sectar is HIGH ar Orange.
Read mare

volunteer Florida

UPERHEROES




FIPC Secure Florida -
An education and
awareness campaign to
educate Florida
businesses and citizens
on the critical
Importance of protecting
their data and thelr
computer systems

File Edit View Favorites

< Secure Florida - - Microsoft Internet Explorer

Help

SECURE

FLORIDA

National Threat Level |

Tuesday, April 2, 2007

7/

Domestic
Securit

In Florida

Search SecureFlorida

ALERT ARCHIVES
Best Practices
How To

Cyber Risks
E-Mail Practices
Personal Security
Network Practices
Business Continuity
Legal Issues
Definitions
Reporting Crime
Related Sites
About Us

Contact Us

FAQ

RSS Feed

Our Mission

To protect the citizens and economy of Flerida
by safeguarding our information systems,
reducing our vulnerability to cyber attacks,
and increasing our responsiveness to any
threat.

Register for a class in your area.

Current Security Issues

Microsoft to release ANI patch a week early

Published Monday, April 2, 2007

On Tuesday, April 3, Microsoftis planning to release a patch to fix
avulnerability in YWindows animated cursar handling (AN that
some security experts are calling one ofthe most significant
flaws in years. More==

ALERT - Microsoft Windows ANI header stack buffer overflow
Published Friday, March 30, 2007

Ifyou use Microsoft Windows 2000, ¥P, Server 2003, and Vista,
yau need ta he aware of an explaitation that may occur when you
click a malicious link, read or forward a specially crafted HTML
email, oraccess a folder containing a malicious animated
cursor file. More==

Virus Disguised as IE 7 Download

Published Friday, March 30, 2007

Watch out for e-mails with a new virus disguized as a test
version of Microsoft's current Weh browser. More==

Clickto see complete list of Security Issues==

www.secureflorida.org

MEMBERS LOG-IN

E-hAlL

S

FASSWORD

Forgot Your Password?
Not a member?
REGISTER HERE

KIDS

Take our online

safety quizl

Windows updates
Mac updates

0 Internek




-
| Ready.gov - Prepare. Plan. Stay Informed. - Microsoft Internet Explorer
File  Edit i i

| Ready Business | R

) g Homeland

Security

® overview Every Business Should Have
@) Pian To Stay In Business An Emergency Plan.
It can save lives, company
@ TalkTo Your People and your ENTIRE business.
@) Protect Your Investment

Mentoring Initiative Printer-Friendly Materials Case Studies & Testimonials

: . Being prepared means being
rmedi 3 * Downloading and Ordering all ready for any kind of emergency,
and rmanagers. Ready Publications be it hurricane, utility disruption

- . or manmade disaster.
lick here for more info.

rmonials.

Horm £ t i i 3 3 Irmportant N i % ] - il
Publi tact | Mo F citizen

COrnos

&] bt y L)

Business Emergency
Plan

Protecting Your
Investment







