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Defense Industrial Base
Critical Infrastructure Protection



Florida’s Domestic Security LandscapeFlorida’s Domestic Security Landscape

17 million residents / 74 million visitors17 million residents / 74 million visitors

1,197 miles of coastline
120 million miles of public roadways
2,900 miles of rail

1,197 miles of coastline
120 million miles of public roadways
2,900 miles of rail

14 major seaports
19 commercial/international airports
298 general aviation airfields
21 military bases

14 major seaports
19 commercial/international airports
298 general aviation airfields
21 military bases

285 hospitals
27 water facilities
3 nuclear power plants
20 major theme parks
12 stadiums

285 hospitals
27 water facilities
3 nuclear power plants
20 major theme parks
12 stadiums



Florida’s Domestic Security Strategic GoalsFlorida’s Domestic Security Strategic Goals

RECOVER quickly and restore our way of life
following a terrorist act.
(DEM, Florida’s State Administrative Agency,  has primary

responsibility for this strategic goal)

RECOVER RECOVER quickly and restore our way of lifequickly and restore our way of life
following a terrorist act.following a terrorist act.
(DEM, Florida(DEM, Florida’’s State Administrative Agency,  has primarys State Administrative Agency,  has primary

responsibility for this straresponsibility for this strategic goal)tegic goal)

PREVENT preempt and deter acts of terrorism.PREVENTPREVENT preempt and deter acts of terrorism.preempt and deter acts of terrorism.

PROTECT Florida’s citizens, visitors, and critical
infrastructure.

PROTECTPROTECT FloridaFlorida’’s citizens, visitors, and criticals citizens, visitors, and critical
infrastructure.infrastructure.

RESPOND in an immediate, effective, and coordinated
manner, focused on the victims of an attack.

RESPOND RESPOND in an immediate, effective, and coordinatedin an immediate, effective, and coordinated
manner, focused on the victims of an attack.manner, focused on the victims of an attack.

PREPARE for terrorism response missions.PREPAREPREPARE for terrorism response missions.for terrorism response missions.



Mandates responsibility for coordinating responses 
to acts of terrorism and other matters related to the 
domestic security of Florida to the Florida 
Department of Law Enforcement, but recognizes the 
importance of many public and private multi-
disciplinary partners in accomplishing the domestic 
security mission.

Mandates responsibility for coordinating responses 
to acts of terrorism and other matters related to the 
domestic security of Florida to the Florida 
Department of Law Enforcement, but recognizes the 
importance of many public and private multi-
disciplinary partners in accomplishing the domestic 
security mission.

Florida’s Domestic Security AuthorityFlorida’s Domestic Security Authority

FS 943.03 (14)FSFS 943.03 (14)943.03 (14)



Domestic Security Task ForceDomestic Security Task Force

North West Florida North West Florida 

Sheriff Charlie Morris                          Sheriff Charlie Morris                          
SAC Tom RingSAC Tom Ring

North FloridaNorth Florida

Sheriff Larry Campbell                        Sheriff Larry Campbell                        
SAC Tom McInerneySAC Tom McInerney

North East FloridaNorth East Florida

Sheriff Ed Dean Sheriff Ed Dean 

SAC Dominick SAC Dominick PapePape

Central FloridaCentral Florida

Sheriff Kevin Sheriff Kevin BearyBeary
SAC Joyce SAC Joyce DawleyDawley

South East FloridaSouth East Florida

Director Robert Parker  Director Robert Parker   
SAC Amos RojasSAC Amos Rojas

South West FloridaSouth West Florida

Sheriff Mike ScottSheriff Mike Scott
SAC E.J. PicoloSAC E.J. Picolo

Tampa BayTampa Bay

Sheriff David Gee                        Sheriff David Gee                        
SAC Lance NewmanSAC Lance Newman



REGIONAL DOMESTIC SECURITY TASK FORCE
Co-chairs - FDLE Regional SAC & 1 Sheriff from Region

Law Enforcement
Training
Equipment
Intelligence /Investigations
Vulnerability Assessments

Emergency
Management

Consequence Management
Disaster Preparedness
Vulnerability Assessments

Fire Rescue
Training
Equipment
Operations

Health/Medical
Training
Prevention
Awareness

Education/Schools
Training
Equipment
Policy/Legislation

Communications
Public Information
Business/Corporate
Interoperability

Regional Domestic Security Task ForceRegional Domestic Security Task Force

Typical StructureTypical Structure

Critical Infrastructure
Identify, Develop 
Partnerships, Security 
and Response Plans



Statewide Domestic Security CoordinationStatewide Domestic Security Coordination

FDLE Commissioner 
Gerald Bailey

Special Agent in Charge
Domestic Security and Intelligence

Homeland Security Advisor
Robert “Don” Ladner

Intelligence/Information
ThreatCom, InSite

Counter Terrorism Intelligence Center
Federal intelligence Interface

Critical Infrastructure Assessment and 
Protection

Strategy Implementation
Statewide Coordination of: DHS, 

DSOC, State Working Group, 
Funding (w/ DEM)  Mutual Aid, 

&
Seaport Security

PREVENT / PROTECTPREVENT / PROTECT PREPARE / RESPONDPREPARE / RESPOND

Office of Statewide Intelligence
ASAC Jennifer Pritt

Office of Domestic Preparedness
ASAC Jim Madden



Florida’s Domestic Security Governance

Florida National Guard
Adjutant General

Florida National Guard
Adjutant General

*

Regional Task 
Force Co-Chairs
Regional Task 

Force Co-Chairs

DEM
Director

Vice-Chair

DEM
Director

Vice-Chair

Fire Chiefs 
Association
Fire Chiefs 

Association

Secretary
Health

Secretary
Health

FDLE
Commissioner

Chair

FDLE
Commissioner

Chair

Florida Police Chiefs 
Association

Florida Police Chiefs 
Association

Agriculture
Commissioner

Agriculture
Commissioner

Education 
Secretary

Education 
Secretary

Florida Hospital
Association

Florida Hospital
Association

State Fire
Marshal

State Fire
Marshal

Attorney
General

Attorney
General

*

*
* *

*

*

State Technology
Office Director

State Technology
Office Director

DOMESTIC
SECURITY

OVERSIGHT
COUNCIL

DOMESTIC
SECURITY

OVERSIGHT
COUNCIL

Seaport Transportation
& Economic Development
Seaport Transportation

& Economic Development

Florida Emergency 
Preparedness Association

Florida Emergency 
Preparedness Association

Florida Emergency Medical 
Services Advisory Council

Florida Emergency Medical 
Services Advisory Council

Prosecuting Attorneys 
Association

Prosecuting Attorneys 
Association

* Executive Committee* Executive Committee* Executive Committee

Statewide Domestic Security 
Intelligence Committee

Statewide Domestic Security 
Intelligence Committee



All Crimes All Hazards Approach – Using a broad partnership of 
multidisciplinary agencies and intelligence assets to collect, 
analyze and disseminate intelligence.

All Crimes All Hazards Approach – Using a broad partnership of 
multidisciplinary agencies and intelligence assets to collect, 
analyze and disseminate intelligence.

Counter Terrorism 
Intelligence Center

OSI Watch Desk 
(FISC)

Critical Infrastructure 
Coordination

Florida’s Fusion ProcessFlorida’s Fusion Process



State Fusion

Florida’s Fusion ProcessFlorida’s Fusion Process



Florida Fusion Partners
(Not all)

Florida Fusion PartnersFlorida Fusion Partners
(Not all)(Not all)

Department of Homeland Security Department of Homeland Security 
Federal Bureau of InvestigationFederal Bureau of Investigation
Florida Department of Corrections Florida Department of Corrections 
Florida Department of EducationFlorida Department of Education
Florida Department of Emergency ManagementFlorida Department of Emergency Management
Florida Fish and Wildlife Conservation Commission Florida Fish and Wildlife Conservation Commission 
Florida Department of HealthFlorida Department of Health
Florida Department of Law Enforcement Florida Department of Law Enforcement 
Florida Highway PatrolFlorida Highway Patrol
Florida State Fire MarshalFlorida State Fire Marshal
Florida Army National GuardFlorida Army National Guard



Florida Fusion CenterFlorida Fusion CenterFlorida Fusion Center

All Crimes
All Hazards Focus

State and 
Federal agencies



HSIN-Florida – situation awareness and 
document sharing
ThreatCom – used to send alerts 
InSite – statewide anti-terrorism and 
intelligence database

Task Force Web Based 
Communications System



Protection MechanismsProtection Mechanisms

Critical Infrastructure Database – Contains critical infrastructure 
assessment data and links to InSite so that threats relating infrastructure 
can be identified and correlated

Critical Infrastructure Database – Contains critical infrastructure 
assessment data and links to InSite so that threats relating infrastructure 
can be identified and correlated

ACAM Pilot – New 
DHS process of 
collecting and 
protecting CI 
information

ACAM Pilot – New 
DHS process of 
collecting and 
protecting CI 
information



The enemy is unconventional and hard to recognize



Police

Sheriff’s
State LE

Federal
LE

Other
Disciplines

The information
is scattered …

Florida Law
Enforcement Exchange

Florida LawFlorida Law
Enforcement ExchangeEnforcement Exchange



IntroductionIntroductionIntroduction

We must collect, access, and analyze the scattered pieces to 
assemble the big picture-

and we have done this in many areas



Scattered Data PiecesScattered Data PiecesScattered Data Pieces

Statewide Connectivity Statewide Connectivity 
addresses these addresses these 

scattered pieces of datascattered pieces of data

The scattered data is found within LE The scattered data is found within LE 
Records Management Systems which is Records Management Systems which is 
accessible on an individual basis or by accessible on an individual basis or by 

members of a specific agency members of a specific agency –– not having a not having a 
way to share this data results in missing way to share this data results in missing 

data from a regional, statewide and data from a regional, statewide and 
national perspectivenational perspective

Accidents

Local 
Warrants

Incidents

Offenses

Field 
InterviewsDispatch

Jail

Pawn

Other 
Case Mgt 
Records



TBD

TBD

TBD

Assembling
the Framework

AssemblingAssembling
the Frameworkthe Framework

Seven Regional Projects nodes integrating the 
records management data of 395 local law 
enforcement agencies and a State Law 
Enforcement node

SmartCop

LInX

FINDER
COPLINK

Metatomix

State LE Node

Leveraging the Present
Flexible for the Future



National Contacts & InformationNational Contacts & InformationNational Contacts & Information

DHS and the FBI encourage reporting of suspicious or DHS and the FBI encourage reporting of suspicious or 
criminal activity to the local FBI Joint Terrorism Task criminal activity to the local FBI Joint Terrorism Task 
Force (JTTF) and the National Operations Center Force (JTTF) and the National Operations Center 
(NOC). (NOC). 

The local JTTF phone numbers can be found at The local JTTF phone numbers can be found at 
http://www.fbi.govhttp://www.fbi.gov and the and the nocnoc can be reached at 202can be reached at 202--
282282--8101 or by e8101 or by e--mail at mail at NOC.Common@dhs.govNOC.Common@dhs.gov..

Private sector and critical infrastructure may be Private sector and critical infrastructure may be 
directed to the National Infrastructure Coordination directed to the National Infrastructure Coordination 
Center (NICC), a subCenter (NICC), a sub--element of the NOC at 202element of the NOC at 202--282282--
9201 or by e9201 or by e--mail at mail at NICC@dhs.govNICC@dhs.gov..



National Contacts & InformationNational Contacts & InformationNational Contacts & Information

Homeland Infrastructure Threat and Risk Homeland Infrastructure Threat and Risk 
Analysis Center (HITRAC) products are Analysis Center (HITRAC) products are 
produced by DHS Intelligence and Analysis, produced by DHS Intelligence and Analysis, 
Production Management, they may be reached Production Management, they may be reached 
at at IA.PM@hq.dhs.govIA.PM@hq.dhs.gov..

The HITRAC community of interest is used to The HITRAC community of interest is used to 
distribute these products.distribute these products.



HSIN – HITRACHSIN HSIN –– HITRACHITRAC



HSIN – HITRAC AccessHSIN HSIN –– HITRAC AccessHITRAC Access
Request Access via eRequest Access via e--mail to:mail to:

Kenneth.Matthews@associates.dhs.govKenneth.Matthews@associates.dhs.gov oror
Steven.Salator@associates.dhs.govSteven.Salator@associates.dhs.gov

Providing the following:Providing the following:

First & Last First & Last 
ee--mail addressmail address
Company Name, addressCompany Name, address
A bullet on job functionA bullet on job function



National Contacts & InformationNational Contacts & InformationNational Contacts & Information

DHS Daily Open source Infrastructure ReportDHS Daily Open source Infrastructure Report –– reports reports 
by sector: Energy, Chemical & Hazardous Materials, by sector: Energy, Chemical & Hazardous Materials, 
Defense Industrial BaseDefense Industrial Base, Banking & Finance, , Banking & Finance, 
Transportation & Border Security, Postal and Transportation & Border Security, Postal and 
Shipping, Agriculture, Food, Water, Public Health, Shipping, Agriculture, Food, Water, Public Health, 
Government, Emergency Services, Information Government, Emergency Services, Information 
Technology & Telecommunications, Commercial Technology & Telecommunications, Commercial 
Facilities/Real Estate, Monument & Icons, and General Facilities/Real Estate, Monument & Icons, and General 
Sectors. Sectors. 

Available at; Available at; http://www.dhs.gov/iaipdailyreporthttp://www.dhs.gov/iaipdailyreport, , 



DHS Daily Open Source Infrastructure ReportDHS Daily Open Source Infrastructure ReportDHS Daily Open Source Infrastructure Report

http://http://www.dhs.gov/iaipdailyreportwww.dhs.gov/iaipdailyreport



`̀̀
““Putting the Pieces together”Putting the Pieces together”

Florida Department of Law EnforcementFlorida Department of Law Enforcement
Office of Statewide IntelligenceOffice of Statewide Intelligence
2331 Phillips Road2331 Phillips Road
Tallahassee, FL 32308Tallahassee, FL 32308
800800--704704--02310231
850850--410410--70607060
850850--410410--7069 Fax7069 Fax
http://www.fdle.state.fl.ushttp://www.fdle.state.fl.us

Domestic Security in FloridaDomestic Security in Florida

QuestionsQuestions
DiscussionDiscussion

QuestionsQuestions
DiscussionDiscussion



www.fdle.state.fl.us

Florida Information SourcesFlorida Information Sources

FDLE

Sexual Offender DB

Criminal History Search

Domestic Security

FDLE

Sexual Offender DB

Criminal History Search

Domestic Security



Florida Information SourcesFlorida Information Sources

Florida Department of Emergency ManagementFlorida Department of Emergency Management

FloridaDisaster.org –
A DEM site to educate 
citizens and businesses 
about  planning for 
natural and manmade 
disasters

FloridaDisaster.org –
A DEM site to educate 
citizens and businesses 
about  planning for 
natural and manmade 
disasters



www.floridadisaster.org

Florida Information SourcesFlorida Information Sources

Florida Department of Emergency ManagementFlorida Department of Emergency Management

Business Information

• Developing a Plan

• Emergency contacts

• Ready.gov

Business Information

• Developing a Plan

• Emergency contacts

• Ready.gov



www.floridadisaster.org

Florida Information SourcesFlorida Information Sources

Florida Department of Emergency ManagementFlorida Department of Emergency Management

State
Emergency
Response
Team

Disaster
Prevention

Florida
Hazards

State
Emergency
Response
Team

Disaster
Prevention

Florida
Hazards



FIPC Secure Florida –
An education and 
awareness campaign to 
educate Florida 
businesses and citizens 
on the critical 
importance of protecting 
their data and their 
computer systems

FIPC Secure Florida –
An education and 
awareness campaign to 
educate Florida 
businesses and citizens 
on the critical 
importance of protecting 
their data and their 
computer systems

Florida Information SourcesFlorida Information Sources

www.secureflorida.org



DHS – www.ready.govDHS – www.ready.gov

Business Emergency 
Plan

Protecting Your 
Investment



The Florida Intelligence ProcessThe Florida Intelligence ProcessThe Florida Intelligence ProcessThe Florida Intelligence Process


