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Evolvmg malicious code threats <
| Maintaining privacy and confidentiality
New risks: Spyware and phishing ‘




What is the problem

'. I |

Programmers can be te Ir S
buffer overflows and othermwellEsnowr
vulnerabilities foundiRiconimercial software,
said Lawrence Halegspeaking at the FOSE

2003 conferencersnigovernment technology.

Lawrence Hale; former deputy director of the
DHS’ U.S. Computer Emergency Response
Team, said, "the things that are costing us the
most pain are preventable."



Microsoft’s Securlt y PRllesophny:
Past Y

Ease of Use was moestiimportar
Make componentspverk together
seamlessly

Services usudily’enabled by default

Applications'and APIs given many
privileges (i.e., Outlook object model)

Security often thought of in terms of
“features.” — (IPSEC, EFS, etc.)




Microsoft’'s Security Philosopii:
Present & Future

design-’and Response groups inside
Microsoft



What is Trustworthy
omputing?
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0 Engineering
Excellence

Individual control
personall data

Dependable,
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eXpected levels
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[[JOpen, transparent
interaction with
customers

[/Address issues with
products and services

H Help customers find
appropriate solutions



Microsoft’s Securi

Trustworthy solutions fo services
with tools and g_uid mers safe

p- Technology ce in fundamentals
Eﬁ!{estments rity innovations

® Scenario-based content and tools
@ Authoritative incident response

Prescrlptlve
wdance
o

Industry ® Awareness and education
gartnership. g Collaboration and partnership

- 4
T /
T




//J
echnology
pyestments

T



Improvmg the Application
Development Process

Consider security,
m At the start of thENIeCeEss
= Throughout deveiopn:

m At allisoefrtware review milestones

Do not stop looking for security bugs until
the end of the development process




The SD? Security EraENGA
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Secure Product Developrien
Timeline

Send out for <
external review refine

-
ssess security Determine ([fl

knowledge when security sign-off |

hiring team members criteria

F

| 3

Concept Designs Test Plans Code Ship Post-Ship

" Complete Complete

Resolve security issues,
verify code against
security guidelines (

Train team

\members
S

Perform security § Test for data mutation
team review and least privilege @ =ongoing



Get security, r]g'n"r during the desigh phase

N Defin duct security goals
= Implement security as a key product feature

m Use threat modeling during desigh phase



Never trust userinpui

Check all parametersicomplietely’

= Assume all inputhsfiiaamnuiiuntil proven
otherwise |
= Assume theyimgaysioe completely random
Assumeitheyimay'be subtly malicious
Look fervalididata and reject everything else
Potenijl ‘problems
m Buffer overflows
m Script injection
= Denial of service




- Type checks

Length checks
Range checks
Format checks




Buffer overflows

exploits F
Caused by not cf

m Buffers acJarmrJ Plnithe stack are easiest to
exploit, atksamstack smashing”

. Instructions are then inserted to take over
the app

m Non-stack exploits (heap, exception handling,
object pointers) are possible too



Problem: MemA

Anatomy of a Buffer Overrun

1 Some services and

applications Malicious Function Stack
improperly hand <) Code Mapping
malformed messages Executed

4 Here
An attacker Extra

message withidat ~ Data

that is longex | Overflows
expected _ Here

m Extra data includes
malicious code

Locally Declared

Malicious code is

inadvertently written to Data;‘{
area of memory where

that code is executed




Solution: /GS Switeh

Reduce Risk of Buffer Overruns

0  To check for buffer
overruns in production :
code, the Visual C°°|.('e
C++ .NET compiler: overwr't.te"’
implements the newyAes exﬁ(::tts'on IIE)xttra
switch s
The /GS switchiprovides \ / Ovﬁ::.zws
a "speed bumips=or .
cookie, between the

buffer andithe return
address

If an overrun writes over

the return address, it will ==
have to overwrite the Data Goes
cookie put in between it

Locally Declared

and the buffer



EIevated privilégescan lead to disastrous

= Maliciousicode executing in a highly privileged
proceés-runs with extra privileges too

= Many viruses spread because the recipient has
administrator privileges



not
O  Set seLu-rity descriptors to grant the minimum
dCCEeSS necessary

[0 Restrict access tokens to remove privileges
and groups memberships you don’t require



Use only the sewiCeSithat your application
requires

= The SlammerandCodeRed viruses would not
have happened'if certain features were not on by
defauli;_

= [LoveYou (and other viruses) would not have
happened if scripting was disabled

Turn everything else off




= Those that nee
enable then

1 pose compatibility problems

Remove undocumented interfaces and
dead code

= Make sure debug-only features are not in the
shipping version



Assume external s SUEIISIEIE
Insecure |
Suspect all data fremanyioutside source

m Anyone canloadiandscalliars
> Don’t assume /JL fhave a known set of

m There istnersuchi thing as client-side security

> Af tackers can write their own client code to
sé*nd whatever data they want

= Don't trust unauthenticated servers






Default to a secure mede

information

m [.e. error messages should not help an
attacker



Do Not Rely on € Acur]ty Dy
Obscurity |

= Debuggers

m Network sniffers

Do not skip any undocumented features or
interfaces



Protect secrets coEciy,

O O

O O O

=  CryptUnp otectData

Two stores for data encrypted with DPAPI:
= User store
m  Machine store

Erase secrets as soon as you're done with them




Have defense i

Protect yourself

m Don't rely on ext
protect you

5 firewalls) to

Use as many leyveisioiiprotection as you
can '
= The moereyouhave, the more secure you'll be
= Planifol failure

> Run through the failure scenarios

» If an attacker gets through one defense,
make sure they go up against others



Fail Intelligentls} Lo 2)

0 If your code does fail, make sure it fails
securely




= Write suspicious failures to an event log
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=

Test Security

strategy

Think Evil. Be Evil:

= Automate attacksawitirscripts and low-level programming
languages 2

=  Submit avaretyforiinvalid data
= Delete o deny access to files or registry entries
m Test wi#ran account that is not an administrator account

Know your enemy and know yourself
= What techniques and technologies will hackers use?
= What techniques and technologies can testers use?



Learn from Mlst

If you find a security proepiemsiearn from the
mistake

= How did the secunty;error ccur’?

® Has the samelenorbeen made elsewhere in the
code?

= How couldithave been prevented?

N What4 ould be changed to avoid a repetition of
this kind of error?

= Do you need to update educational material or
analysis tools?



Secure Product Developrien
Timeline

Send out for <
external review refine
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knowledge when security sign-off |
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Resolve security issues,
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m  Microsoft WindowsiNiIF420

m Microsoft WindewsiNI"4.0 Terminal Server
Edition

=  MicrosortiWindoews 2000

N 99‘f"r Windows XP

Not Af%ected Software:

m Microsoft Windows Server 2003




The underlying DLL
(NTDLL.DLL) not vulnerable

Zunr) 17 T rere 11115 (210 II 6.0 notrunnmg b default (o))
Windoews SENVER20035

Even if it was running

.

Even if it did have Maximum URL length in lIS 6.0 is 16kb by default
WebDAV enabled

Even if the buffer was Process halts rather than executes malicious code,
large enough due to buffer-everrun detection co

\ J

)
Even if it there was an Would have occurred in w3wp.exe which is now,
exploitable buffer overrun rUnNIng as: hetwork service!




It’s Not Just AboUTNIECHNGIOEN

Trustworthy Computinginitiative provides a

foundation for:

= Process (procedures; guidelines)

= Technolegyhhardware, software, networks)
(

N LJJ'rL '€, knowledge)
Security' needs to be comprehensive

Technology is neither the whole problem
hor the whole solution
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Session Summ

Secure Development BroCESS
Risk Mitigation
Security Best BractiCeS
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& Microsoft Baseline Security AnalyZzer(iVIESA) VA2

indows Rights Management Services SP1
Windows AntiSpyware

System Center 2005

Windows Server 2003 “R2”

Visual Studio 2005

@ Vulnerability Assessment and Remediation

@ Active Protection Technologies
& Antivirus
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m hittp://WWihRsisuit-:com/technet/security




Supporting the Warfighter
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